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The Top 50 unsolved encrypted messages: 34.
Unsolved nomenclator messages

For centuries nomenclators were the most popular kind of
encryption. Still today messages enciphered with a well-
designed nomenclator are hard or even impossible to break.

Von Klaus Schmeh / 24. April 2017 / 5 Kommentare / Weiterlesen

Nomenclator encryptions: centuries old, but
still hard to solve

The British National Archive has published an encrypted
letter from the 17th century. The solution is known, but
many other encrypted notes of the same kind still wait to be

broken.

Von Klaus Schmeh / 13. August 2016 / 4 Kommentare / Weiterlesen

If you have an unsolved encrypted text, |
will be happy to publish it on my blog.
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Agenda

Basics: scope, terminology, classification

How to detect a code

How to cryptanalyze a code
Open research questions

A few solved code cryptograms

A few unsolved code cryptograms



Code facts

Please correct, if wrong

Codes are not used any more today. So, the topic is only of
historical interest.

No specialist for deciphering code cryptograms currently exists.

Stephen Bellovin currently seems to be the most renowned
codebook expert.




Terminology

Please check the following website for the current version of
the terminology discussed at the workshop and afterwards:

http://scienceblogs.de/klausis-krypto-kolumne/2018/07/09/a-

terminology-for-codes-and-nomenclators/



http://scienceblogs.de/klausis-krypto-kolumne/2018/07/09/a-terminology-for-codes-and-nomenclators/

Terminology

Please correct, if wrong

Cipher: encryption Code: encryption
method that operates method that

at the level of operates at level of
individual letters meaning

/\

Nomenclator: small code Codebook: big code



Nomenclator Codebook

-
/'\ ) 4 ) r,/
~lbe. -
f+ “w .’f lES 3 ABC]IM‘S nu}mw E s g . o 28 Ty ja’
—______b__mf it A1 srnug Gigon | - 2 )é 4;.
[",, ’f: & ho b:‘-r’ﬂ ce o o o "3"" e @:‘ 9 % ?.4 £ 5 T 90. ae or 96/&-! 2 & ,--.. A AR 7R L fz e & b ‘4”
TR A DTl e T L S S R R ‘“‘ A5 4{ AR | 2 o J D PR I8 VI TEF VA S
e me e e Al Mo ze pl Ro nw | du pe i pe pu M re v ST e e e | L A E 4 _’,L e o 8B by o B ole e
T Ze 2oz oz g5 4 45 42 e e, 2 'vz ./.'. g2 gt gt gopie |30 332 35 T4 | K Ho W W Ml on tn i
al e[ ;/ B ,;0 S e}' 0 s |an en ik oon unlar oy o o T e AL Sl Duplai e e
i B L R R TR vilay e et | = g 5 e o &4 |2 1
/ . @nchnen—| 115| @i o _,?{L”“{’J”-'-M- Gon| tipecimenss| lor | roseclsn — Z 8 ¢ j:’” i
e e Y e v me ] e AT 2
Qastencia — |foy (@/Q/“té% ”‘@;bmie. — 4 %Mn (.ulj);él L5t )zdzx//uﬂza./~ 2 @”‘4'—'— EE t{hc-—-
Cttira fog [//’Uﬁd/hﬂfrgv ?} Lo f}, ez | (43} _Aﬂ o ol grom i |05 P 7
Mﬁfuﬁfaan Lo m‘:ﬁ/ﬂ)"”‘; s 55 5’-7!5/2‘41-— ’ffi E/q /a”}uZzan’:a' 1§32 | drcaveon A f’ Je "/"/‘ e L
WA 1| ritranirima] bot % = ) Tt e resoluccon ' — |1 65| Paralle —22
auclini— \att R orpronl s R a8 |l Ve
S razwwmﬁ)uﬂ-i k| & Fi - e i 2 rendimicnen] 13| Veandaa —]
@ebilliocin el niniines_| oy | Rtz ;34_)/&[11:/.:7;4_ T4 luss 3/{“0 X s s
e £ | pue 2 LA e J <k 7
3 G@%RA——»— t& ot oty | o t@ﬁ”.}a ’Bij zm} el tigneer —— (156 a‘f”“‘""" e /7—‘ gm i Zfdévuua{—-. o
Qltman a/t- Grebn {123 e 7% R e_"‘ ot 15 c""/’mwrz-‘ k= ﬁ%ﬁ 7 Ynean ——
> Crepnige — Qf[’ reein o7 v e & ;
dﬁn/ﬂmal‘ el | con fasemein — 124 24 b P4 _oeene — 158 MM«”"—— R i 2
= e E‘é:tn ;t! LNl Do 2 AL WEelAE A S
amuted —— |4 10 %»fafnua... 125l i 5 £ In W/ & e
o EQetueior — | ool Tl ‘Z = %
Qe ——— 115 | Gomore ~ | Pan . L7 o o G258 ~ | Serao
® 2 Dpusc il | oty —— e\ Blngus o5 Pioc— |z | impe—
bcaloe N pra\ @ity . \ten | eeciiin — 13¢ 52/9 -2 ?””"“’-""- Lo /m A Ja/zjfgaw—
5 4’“9" e "
Kome it 147 | Dugrre (2in ‘j,/; Fyaen e i"” /Ja-zmma;— ‘SZ; I i |06 | Seottttln —
< j g 4 E G e % past
recsdd tg B e ’4——1 Sebiends —lt2 i}z‘:z"'” —C- rebexdo - |160| AR
rs . I 72 —_ £
b s @ilaeion —— [ R M Lonre —— |189 ,/° 5 e 4 evaeo
s 4 n{’ Ay A Felon — | D j’ /zwﬂd’rzg—,
buene —____|cal | 270 S prancer——| 135 | Sosbteclacl — : z (¢ L
g S hior N et —— | & jmfm- /,D/m 3 —-
2 Or), cal'| Oz frealea R fag Parende — | GUEEREY 2 e Pris L
Ly i g » _ | ter s = !
1 & o < 9‘1‘"‘ . jémema ~—1{39 .{a;m T— _,;/‘m{,“{_,_ £ ?
e rtimépnie — | col’ | Dewrreeon 29 ‘; cz:’: 2, 7 &(, ftm!?ﬂluk— Iy . Tel
. 7 o~ | fg0 </ o ey
1 Qeresenro 5 i = 7 — |ouak}”
O f # ) ‘z&-‘ﬁ .f;f _,‘gd;tafkf/m. ,(a;;' oY /a.z‘q B :& Ziegoees '—2/ jmm:fd fpas——t1
&:, o :::’_ + ety »Jg"“ém < imﬂmﬂ_, | ecepmaie —. | ¥ uenita — |t ogun——
28 nal —— i ¥ -
. fB&:‘t 43 0 R A R AT fuya-mxw 2 ¥t v 8 fofe ———
orisegieoncie — \ WD | Qrrbosicenn j‘" ’? [ f /
- 7 . gjj X b Al P fondn —— :
o7/ el (18| Dhnguasgun_for ceon — |\ on | Dnstresceion. | = Bt .
-




Terminology

Please correct, if wrong

Codegroup: smallest unit of a code, may consist of
several letters/numbers

Null: meaningless codegroup
Nullifyer: makes the previous codegroup meaningless

Homophones: several codegroups with the same
meaning

Wordgroup: Codegroup that refers to a word

Lettergroup: analog



Nomenclator Codebook
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Questions

What exactly is the difference between a nomenclator
and a codebook?

Is there a better word for "code" ("code" has different
meanings in cryptography and in other contexts)?



What about
dictionary codes?

Dictionary code: a dictionary is used. Each
word is referenced by its page and position.

e Easier to set up than codebook

 Less secure than a (well-made) codebook
e Different cryptanalysis approaches
 Many examples of usage known

e Related to book codes



Classifications of codes

Purpose
Codes used for encryption
Codes used for compression

Codes used for avoiding errors

Alphabet
Code numbers
Code words

Code symbols

Number of parts
One-part codes
Two-part codes
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How to detect a code?

%
véj f?*fr‘e:’é/(‘fé-« 4/ sLeP a-é}@-l/& v ‘ééé) 205 0

7

,f/ J‘p’t—/é"v/ Py é&; 4’&/{/2.74’9 PP L{’?’?r’ | cﬂw;’ftﬁt7:/ 7

T PP bezrr o Do T 3 éé 3 ZI7P. 5 G423, d;?é//é’ﬂ

4%, --:7£5::T G700 ES5H. 3732 S 68 7GR

7008 S6a7 170 2oy a3y dyhsbybisiy 7

3500, 1453 308 ﬁ’?fﬁ?ﬁfﬁ;ﬁ?@‘é’;jﬁ f jﬂ

H25. 898, 1999, 55,805, 1034, 55é dog irp. 4,

24 ). 1364. 2804 IT] 314.684, 1245 155 655 20 7.2’.
4348459 393, 210 8. 5414 1557 786 2457 £80./24/.

Alll_ 2 2 Y A Foa . e

An alphabet with hundreds of letters (e.g.,
numbers with several digits) is typical for a code.



How to detect a code?

Pseudo-meaningful
words are typical for
a code.




How to detect a code?

Was nvivaft by
aakat txpxsck upbk
txphn ohay ybtx cpt
mxhg wae sxfp zavfz
ack there first
txIk week wayx za
with thx

Cleartext words in an
encrypted message
are typical for a code.



How to detect a code?

Sometimes it's easy
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How to break a code?

Solution approaches:

* Find the codebook/nomenclator
* Frequency analysis, text statistics
e Word guessing

Weakly constructed codes may be helpful
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Number of
entries

Homophones
Nulls
Nullifiers

Analysing tool applying

text statistics

Letters, sylables,
words, expressions

Superencipherment



Code creation software

Software that creates a code
based on parameters:

* language

e number of codegroups

e number of homophones
e number of nulls



Code database

| would be helpful to have a
searchable database containing
all codes known.
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This form must accon
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16th century nomenclator
broken by Albert Leighton

Message sent from Poland to the Vatican in 1573 (excerpt):

6085317117517552577752997417713791177 1559
1979157917391979155913 7999589911
175913677915771799151583549741571577 751559
269915371538341737571979

Albert Leigthton's assumptions:

 unmarked two-digit numbers: letter

 marked two-digit numbers, three-digit numbers: word
* numbers starting with 1 or 2 are vowels

e 77,the most frequent non-vowel stands for N

This information was sufficient to decipher most of the cryptogram.
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A few unsolved code
cryptograms

WW2 Telegram Wiy N oW 98

Berzdgeringsvermerke

| +BEZ _MAPRLIELL STHL HOLSTEIN 11 15 H71 1828=
Sernjchyreiben Dot .

DABIS HOWENRADE 42 'KlEL=
ZASYG 'RNGSE 'LNHET WtLU! TDSEE ‘OUBAU 'AMTXU DBNAN NEUFX -

- SPSRR UDLTH+




A few unsolved code
cryptograms

Manchester Cryptogram
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A few unsolved code
cryptograms

Ohio Cryptogram

WAS NVKVAFT BY AAKAT TXPXSCK UPBK TXPHN OHAY YBTX CPT
MXHG WAE SXFP ZAVFZ ACK THERE FIRST TXLK WEEK WAYX ZA
WITH THX.



A few unsolved code
cryptograms

Van Gelder Cryptogram

1194 23539 o2 895 2395 1568 2226 80 1382 529 B0 75 2482 497

1195 211 560 S11 475 524 €80 228 1007 8304 169¢ 35 331 4 59

B350 25358 1049 564 934 416 748 01 577 179 2740 742 710 75

900 559 1341 305 420 561 2891 &79 1632 1034 1171 B4

1294 BE2 SO8 7O 1789 75 2655 32 189 475 1128 &24 1194

2915 103 894 1193 850 227 93 £57 1567 298 1200 948

255 1700 1576 21e 735 609 547 189 2292 467 7135 514

1se7 24860 792 147 B0 B80S 1843 21 2731 935 831 112 771l 791

LIRS 1343 15235 1413 2920 241 799 1097 &£99 613 795 15 1528

186 6OV 894 135 510 13288 1710 804 618 949 524 211 1413



Klaus Schmeh (www.schmeh.org)
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