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If you have an unsolved encrypted text, I 
will be happy to publish it on my blog.
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4. Open research questions

5. A few solved code cryptograms

6. A few unsolved code cryptograms

Agenda



Codes are not used any more today. So, the topic is only of 
historical interest.

No specialist for deciphering code cryptograms currently exists.

Stephen Bellovin currently seems to be the most renowned 
codebook expert.

Code facts
Please correct, if wrong



Terminology

Please check the following website for the current version of 
the terminology discussed at the workshop and afterwards:

http://scienceblogs.de/klausis-krypto-kolumne/2018/07/09/a-
terminology-for-codes-and-nomenclators/

http://scienceblogs.de/klausis-krypto-kolumne/2018/07/09/a-terminology-for-codes-and-nomenclators/


Terminology

Code: encryption 
method that 
operates at level of 
meaning

Cipher: encryption 
method that operates 
at the level of 
individual letters

Codebook: big codeNomenclator: small code

Please correct, if wrong



CodebookNomenclator



Terminology

• Codegroup: smallest unit of a code, may consist of 
several letters/numbers

• Null: meaningless codegroup

• Nullifyer: makes the previous codegroup meaningless

• Homophones: several codegroups with the same 
meaning

• Wordgroup: Codegroup that refers to a word

• Lettergroup: analog

Please correct, if wrong



CodebookNomenclator



What exactly is the difference between a nomenclator 
and a codebook?

Is there a better word for "code" ("code" has different 
meanings in cryptography and in other contexts)?

Questions



What about 
dictionary codes?

Dictionary code: a dictionary is used. Each 
word is referenced by its page and position.

• Easier to set up than codebook

• Less secure than a (well-made) codebook

• Different cryptanalysis approaches

• Many examples of usage known

• Related to book codes



Number of parts
One-part codes
Two-part codes 

Classifications of codes

Purpose
Codes used for encryption
Codes used for compression
Codes used for avoiding errors

Alphabet
Code numbers
Code words
Code symbols
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How to detect a code? 

An alphabet with hundreds of letters (e.g., 
numbers with several digits) is typical for a code.



How to detect a code?  

Pseudo-meaningful 
words are typical for 
a code.



Was nvlvaft by 
aakat txpxsck upbk 
txphn ohay ybtx cpt 
mxhg wae sxfp zavfz 
ack there first 
txlk week wayx za 
with thx

How to detect a code? 

Cleartext words in an 
encrypted message 
are typical for a code.



How to detect a code?
Sometimes it's easy Sometimes not

Was nvlvaft by aakat txpxsck upbk 
txphn ohay ybtx cpt mxhg wae sxfp 
zavfz ack there first txlk week 
wayx za with thx
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How to break a code? 

Solution approaches:
• Find the codebook/nomenclator
• Frequency analysis, text statistics
• Word guessing

Weakly constructed codes may be helpful
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Homophones
Nulls

Nullifiers

Superencipherment

Letters, sylables, 
words, expressions

Number of 
entries

Analysing tool applying 
text statistics



Code creation software

Software that creates a code 
based on parameters:
• language
• number of codegroups
• number of homophones
• number of nulls
• ...



I would be helpful to have a 
searchable database containing 

all codes known.

Code database
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Published by Karsten Hansky
John McVey, a design professor and codebook expert 
from Massachusetts recognized the codebook 
(Peterson’s International Code (3rd edition, 1929)).



Message sent from Poland to the Vatican in 1573 (excerpt):
608 53 17 11 75 17 55 25 77 75 29 97 41 77 13 79 11 77 15 59
19 79 15 79 17 39 19 79 15 59 13 79 99 58 99 11
17 59 13 67 79 15 77 17 99 15 15 83 54 97 41 57 15 77 75 15 59
26 99 15 37 15 38 34 17 37 57 19 79 
...

Albert Leigthton's assumptions:
• unmarked two-digit numbers: letter
• marked two-digit numbers, three-digit numbers: word 
• numbers starting with 1 or 2 are vowels
• 77, the most frequent non-vowel stands for N

16th century nomenclator 
broken by Albert Leighton

This information was sufficient to decipher most of the cryptogram.
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A few unsolved code 
cryptograms 

WW2 Telegram



A few unsolved code 
cryptograms 

Manchester Cryptogram



WAS NVKVAFT BY AAKAT TXPXSCK UPBK TXPHN OHAY YBTX CPT 
MXHG WAE SXFP ZAVFZ ACK THERE FIRST TXLK WEEK WAYX ZA 
WITH THX.

A few unsolved code 
cryptograms 

Ohio Cryptogram



A few unsolved code 
cryptograms 

Van Gelder Cryptogram



END
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