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1. Encrypted correspondence

e Archives in SK and CZ
e Cryptogram examples
2. Research in an archive - problems and experiences
Searching for encrypted messages
Inventory
Digitalisation
OCR
Cryptanalysis
Wrong cipher designs
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Archives in SK and CZ

e Looking for historical documents
1. internet
2. archives, libraries
e Selected historical archives from SK

¢ Slovak National Archive (SNA) - is the largest and most
significant public archive in the Slovak Republic.

¢ Institute of Military History (IMH) - is a research and
scientific, archiving and museum institution of The Ministry
of Defence of the Slovak Republic in charge of military
history.

e Selected historical archives from CZ

¢ National Archives (in Prague)

o state regional archives (totally 7 - e. g. State Regional
Archives in Pilsen, State Regional Archives in Trebon and
others)

o specialised archives (e. g. The Archives of The National
Museum)
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Archives in SK and CZ

e Encrypted keys from WWII - IMH SK.

Figure: Institute of Military History. HVV. Archival fond number
29506. Box num. 89, ref. num. 213405. December 1939.

e Encrypted messages, keys from early period - regional and
state archives, mostly in aristocratic family archives.
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SK example - French, only code, divided
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Figure: Ministry of Interior of the Slovak Republic. Slovak National

Archive. Family Archive Amade-Uchtritz. Box num. 136. inv. num.
2943-2948. From November 1882.
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SK example - German, code with solution, divided
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Figure: Ministry of Interior of the Slovak Republic. Slovak National

Archive. Family Archive Amade-Uchtritz. Box num. 136, inv. num.
2906.
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SK example - only code, not divided

Figure: Ministry of Interior of the Slovak Republic. Slovak National
Archive. Family Archive Amade-Uchtritz. Box num. 150, inv. num.
3144.
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SK example - German, code and text, not divided
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Figure: Ministry of Interior of the Slovak Republic. Slovak National
Archive. Family Archive Esterhasy, Cesnek line. Box num. 634, inv.

num. 1612.
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SK example - German, code and text, divided

m,{{ (1; 2. Wml‘, ST ‘
Mﬂml o %u&w« a‘m

e 5,1

v Aw M’W ,2, W tm
wgw?,(? % 00,
ﬂa’&agna ﬂwjar 22. 1"’7/4(7,[|m "ﬁ

7. 12077,
: }.%w: ke Aol 202

258, 212, 507,02 777-.‘::'7 Laddl 08,05 12
= zMAﬂA »y, 3.2 BOT. 00,104, 96 (- 7AL 03.124. 457 2
- A2 G D0z 170.6 [.’o «.w/ 20, 248 9. 7 05

.....

7ol ()0 Qs 7«”:..“."7“

Ze O 7/' 4.
(.o; TL TN /u—i.-‘/zf'u RO 140.85,
5. 158 087 220, 007 000 575, q4a’.~ roK K0,
oo o6 Re i 548 17 of’o O 12,121 151 A& R 7“7 S 104 ’H'é‘ 294. 0
Figure: Ministry of Interior of the Slovak Republic. Slovak National

Archive. Family Archive Esterhasy, Cesnek line. Box num. 634, inv.
num. 1612. From May 1756.
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SK example - draft, code under plain-text, divided
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Figure: Ministry of Interior of the Slovak Republic. Slovak National
Archive. Family Archive Esterhasy, Cesnek line. Box num. 635, inv.
num. 1618.
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SK example - codebook
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Figure: Ministry of Interior of the Slovak Republic. Slovak National

Archive. Family Archive Amade-Uchtritz. Box num. 138, inv. num.
3008.
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SK example - key, "two columns/keys missing word
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Figure: Ministry of Interior of the Slovak Republic. Slovak National

Archive. Family Archive Amade-Uchtritz. Box num. 151, inv. num.
3146.
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SK examples - summary

Encrypted text - hundreds of pages.
Different languages: French, German ...

Solved and unsolved, existing keys, key reconstruction.
Numbers - Codes and Nomenclators:
e codes divided with dots;
e some times with commas;
¢ in most cases codes without division.
Encrypted parts:
e combined with not-encrypted;
¢ only encrypted.
Keys and codebooks:

¢ One homophonic key with few codes (two lines);
e Two codebooks - approx. 70 pages.
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CZ example - nomenclature and text, not divided

Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Trauttmansdorff. Box num. 9, inv. num. 200. From January
1639.
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CZ example - nomenclature and text, decrypted parts,
divided

Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Trauttmansdorff. Box num. 10, inv. num. 209. From
December 1645.
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Nomenclature key example (codes, homophones and
nulls)

Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Windischgratz. Box num. 164, inv. num. 1403.
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CZ examples - summary

Lot of encrypted texts (thousands).
Lot of keys, nomenclatures, code books.
Different languages: German, French, ltalian, Latin, Czech

Existing keys, key reconstruction, unsolved.

Glyphs and numbers.
Nomenclature:
e Homophonic substitution,
¢ Bigram substitutions,
e Codes,
e Nulls.
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Research in an archive - possible problems |

1. Where to start?

o Ask the employees.
¢ Inventory - no mention of encryption - only in two cases yet.
2. The hard way:
Search manually.
Start with aristocratic family fonds/archives.
Which box to choose? Only guessing?
Correspondence with:
e other aristocratic families,
diplomacy,
military leaders,
religion related.

Any wars related stuff (like the Thirty Years’ War).
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Research in an archive - possible problems |l

1. Collecting the materials:
¢ |dentifying the encrypted parts - codes and special symbols

are not problems.
e Making transcription of both encrypted and not encrypted

parts.
e Which one is harder? :-)
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Research in an archive - possible problems |l

1. Manual search is time consuming.
2. Digitalisation (recommendation - minimal 10 Mpix photos).

3. Specialised OCR (of handwriting) is needed.
4. Important tasks:
o |dentify or separate encrypted/not encrypted?
e Specialized OCR to work only with numbers - codes.
e Specialized OCR to work with special symbols/glyphs -
nomenclature.
e Specialized OCR to not encrypted handwritings - letters.
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Research in an archive - possible problems |l

1. Storing the collected data in a DB.
2. Cryptanalysis:

o Statistical data from specific corpus (old vs. modern text).

e Codes - identify the code-groups without separator? (2,3,4
digits and variable length)

e Automated cryptanalysis.

3. What can also help? - Incorrect construction of codes and
ciphers.

4. Some examples:
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Nomenclature key, special design - increasing pattern
in the homophonic key

Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Windischgratz. Box num. 164, inv. num. 1403.
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Nomenclature key, wrong design (both codes and
homophonic)

Figure: State Regional Archives in Pilsen, workplace Klaster Family
Archive Windischgratz. Box num. 164, inv. num. 1403.
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Nomenclature key, wrong design (both codes and
homophonic)

Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Windischgratz. Box num. 164, inv. num. 1403.
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Nomenclature key, wrong design (both 2-grams and
substitution)

Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Windischgratz. Box num. 164, inv. num. 1403.

Eugen Antal, Jakub Mirka , STU & SOA Pizeri Selected encrypted messages found in Slovak and Czech archives 25/28



Q& A?
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Challenge - Unsolved encrypted message

e Carl von Rabenhaupt sent to Amalie Elisabeth Landgrave
von Hessen.

e Never received - never decrypted!

e Nomenclature (576 symbols, 80 unique).

e Challenge published by Jakub Mirka and Pavel Vondruska
in Crypto-World 7-8/2013. ISSN 1801-2140. pp 10-18.

Available online: http://crypto-world.info/
casopl5/crypto0708_13.pdf.

¢ Analysis of the cryptogram published by E. Antal and P.
Zajac: in Crypto-World 11-12/2013. ISSN 1801-2140. pp 9
-17.
Available online: http://crypto-world.info/
casopl5/cryptolll2_13.pdf.
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Challenge - Unsolved encrypted message
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Figure: State Regional Archives in Pilsen, workplace Klaster. Family
Archive Trauttmansdorff. Inv. num. 125. From 1646.
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